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Course Description

This comprehensive 5-day course prepares IT professionals to implement and manage Microsoft 365
information protection, data loss prevention, and compliance solutions. Participants will learn to
protect sensitive information, implement DLP policies, manage data lifecycle, and monitor
compliance activities using Microsoft Purview. The course aligns with the SC-400 certification exam
objectives.

Learning Objectives

Implement and manage sensitivity labels and information protection policies
Configure and monitor Data Loss Prevention DLP solutions
Implement data lifecycle and records management strategies
Use Microsoft Purview to monitor and investigate data and activities
Manage insider risks and privacy requirements in Microsoft 365

Course Modules

Day 1: Introduction to Information Protection

Overview of Microsoft 365 information protection
Classifying data for protection and governance
Creating and managing sensitive information types
Understanding Microsoft 365 encryption

Day 2: Implementing Information Protection

Deploying Microsoft Purview Message Encryption
Creating and configuring sensitivity labels
Applying sensitivity labels for data protection
Implementing automatic labeling policies

Day 3: Data Loss Prevention DLP

Configuring DLP policies for Microsoft 365 workloads
Implementing Endpoint DLP
Managing DLP policies for Microsoft Cloud App Security
Monitoring and reporting on DLP activities
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Day 4: Data Lifecycle and Records Management

Managing data retention in Microsoft 365
Implementing records management solutions
Configuring event-driven retention
Using the File Plan manager

Day 5: Compliance Monitoring and Insider Risk Management

Using Microsoft Purview compliance portal
Implementing eDiscovery and audit solutions
Managing insider risks with Microsoft Purview
Implementing privacy and compliance controls

Practical Wins for Participants

Ability to implement a comprehensive information protection strategy
Skills to prevent data loss across Microsoft 365 and endpoint devices
Knowledge to manage data lifecycle and records in compliance with regulations
Expertise in monitoring and investigating compliance-related activities
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